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ABSTRACT

A Fileless Ransomware is a new type of ransomware primarily follows the
mechanism of both ransomware and fileless malware. Detecting and
Defending these kinds of attacks becoming a great obstacle for IT firms.
Cybercriminals found a new way of extorting ransom with vicious methods
mainly from big organizations, government, Telecom Industry and many more.
Traditional AV Engines are not able to defend Fileless Malware. This paper
describes the mechanism of both ransomware and fileless malware, the
working of fileless ransomware, what are the possible attack vectors of fileless
ransomware, variations of fileless ransomware and their instances, Prevention
methods and recommendation to defend against Fileless ransomware.
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1. INTRODUCTION

In current era computer science is major subject. It has many
real-life applications such as cloud computing [1], artificial
intelligence [2], virtualization environment [3], Internet of
things [4,5,6,7,8,9,10,11], transportation problem [12,13],
shortest path problem [14,15,16,17,18,19,20,21], internet
Security[22], uncertainty [23,24,25,26] and so on. Malware
is not a new threat in security where it exists for decades.
Malware methodologies are updating so = were
countermeasures for the malware. Now it took a new
approach to evade the traditional countermeasure and
emerging of fileless malware.

A Fileless Malware ( FLMw ) is exactly not complete fileless
rather it can be called as “bodiless malware” or “living off the
land” is a new approach where the malware doesn’t have any
physical existence as such as a file but, a malicious exploit
code injected directly to the RAM can be done by injecting
the code to the currently running tasks. [27] These types of
malware will be injected in various attack vectors like,
victims visiting unsecured pages and redirected to malicious
pages which leads to fileless malware injection.

Ransomware is one of the emerging Threats in Security. A
type of malicious software or code which ciphers victim’s
files or even the entire system with a strong encryption
process and demands a ransom amount for the decryption.
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Ransomware doesn’t target any specific user, either it could
be a big company or ordinary home user. Ransomware
becoming a vicious method that helps cybercriminals to earn
in millions of dollars by demanding a ransom amount. [28-
29] Some of the ransomware is even worse that even after
the receiving of ransom also, the ransomware destroys the
entire victim’s data. Most of the organization will never have
a second thought for not paying ransom due to the level
confidentiality of the data which is ciphered with strong
asymmetric encryption (Most of the time it will Asymmetric
encryption, where it will be stored in attacker C&C servers)
where attacker demand for a huge ransom most of the time
payment can be done through the bitcoin where the attacker
will provide his bitcoin address. The transaction will be
taking place in the dark web which can be accessed through
Tor Browsers.

2. MECHANISM

FLRw is the combination of both FLMw and ransomware.
[30] Precisely the mechanism is combined to stay stealth.
For example, These FLRw’s utilizes some of the Microsofts
Utility tools specifically PS and WMI. Microsoft native
scripting language a.k.a PS which helps users to perform
custom tasks that need to be performed by the operating
system. PS has access to core functions of 0.5, so gaining
access to PS by intruder also leads to adverse consequences.
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Figure.1 File iess attack mechanism [31]

As you can see the Figurel. [31] First, the code will be

written into native scripting language like JavaScript, PS Start
script, etc:-. Second, the written code is either embedded into

any files or the script is downloaded through any malicious

website which directly enters into memory and code will be

injected into any running processes which looks legitimate

by this it won’t be veiling to AV engines. After injecting into )
the process, secondly, the legitimate process execution ‘Dowmload the
memory space will be filled with malicious code and it will |nfecg:eodpfp|:§rmth
download additional scripts and encryption keys required

from the host server. After getting the required script

encryption will take place. The scale of the attack may differ

from one system to overall enterprise network systems and

a range of ransom will also be proportional.

3. FILELESS RANSOMWARE FAMILIES Infected fie looks File £ 8 semer vith
PoshCoder / PowerWare: - l?oiig?rgsliéln Execuled ransomware code
First-ever FLRw, named PoshCoder. Poshcoder leveraged on

PS for an attack but it was unsuccessful due to programming A
flaw where instead of decrypting after the ciphering the files
it was about to delete the encrypted files due to
programming logic.

Connect to C&C semver

Accass PowerShell
in background

PowerWare a new version of PoshCoder can say;
PowerWare working is similar to PoshCoder in which the
flaw is patched. In Figure.3.1 An infected file is downloaded
into the system through malicious campaigns or by sending
emails. when the infected file is executed, the attached v

payload 1 which consists of connection script to host server . REHD;‘?HL“::M
will be executed and access PS in hidden mode will Haﬁ:ﬂigu;;;i code Code
download the Payload 2, the actual ransomware scriptalong €

with the keys for the encryption from the host server. The

script consists set of file extension lists to encrypt the

filetype according to the list. Meanwhile, in the background

malware performs encryptions to files. It performs )
symmetric encryption using AES-256 to encrypt files and the Enumarate the fist for
encrypted files have an extension (<filename>.poshcoder). file ypes
After the encryption, the key is transferred back to the host
server. The key is sent back to the server using the HTTP
protocol. Due to the weak mechanism of this ransomware, it
was easier to decrypt the files by capturing HTTP requests
sent in plain text which has a key to decrypt the files sent to
the host server. Start encrypion

Transfar the Encryption
key to senver

Figure2. PowerWare Flow Diagram
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UIWIX:-

UIWIX is another variant of FLRw and made an effective
impact. Unless PoshWarwe relays on PS, this ransomware is
based on famous exploits EthernalBlue. [32] It exploits
windows SMB v1, v2 protocol vulnerabilities. WannaCry and
NotPetya ransomware were designed using EhternalBlue.
UIWIX was considered to be far dangerous than WannaCry,
because it doesn’t have any Kkill switch in which WannaCry
was performing network scan and trying to connect back to
some unregistered domain, later it was mitigated by British
Security researcher, who purchased the domain and helped
in reverting the encryption.
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Figure3.2.1 UIWIX flowchart

In Figure3.2.1, UIWIX utilizes EthernalBlue exploit which
performs remote code execution in memory due to buffer
overflow vulnerability in Windows SMB v1 & v2 protocols
will load the malicious DLL directly into the memory, rather
than writing on disk, this made AV engines difficult to trace
out this ransomware. It leaves no footprints to detect them
because it directly resided into memory. Second, it goes
through a series of inspections within the system for the
existence of sandbox environments. First, it looks for the
Debugging environment, next it looks for DLLs related to
sandbox environments like Hypervisor software like
VMware workstation, Virtualbox, Hyper-v, etc: - and
sandboxes like Cucco. If any of these environments were
found existing, it will be self-terminated. Another interesting
factis if UIWIX affected any system residing in countries like
Kazakhstan, Russia, and Belarus. It again self-terminated. If
none of the above environments are found, it will start the
encryption process. In the encryption process first, the files
are encrypted with a symmetric algorithm AES-256 with
cipher blockchain mode and again with RSA 2048. WannaCry
and PoshWare had a list of file extensions that needed to be
encrypted. This ransomware encrypts all types of files
existing in the system except files in the Windows folder and
boot folder and again it performs RC4 encryption on the AES
encrypted files. The encrypted files extension was
<uniquecode>.uiwix, where unique code is 10 digit code
which represents the victim ID and concatenated with .uiwix
extension. It leaves a _DECODE_TEXT.txt file in the folder,
which provides the instructions to the victim to pay ransom
for the key to decrypt the files. After successful encryption,
mini-tor.dll is loaded into memory will create a Tor
connectivity to C&C server for transferring the key. It doesn’t
have a worm-like feature in WannaCry, which search for
vulnerable systems in the network to continue the attack on
those systems too.

SynAck:-

SynAck is meant for stealth and sophisticated technique, itis
the first-ever FLRw which leverage the attack using the
process injection technique called Process Doppelginging.
[33] This method utilizes the NTFS transaction also knows a
TxF in windows which is the core functionality of the
operating system for handling the files in the atomicity
feature that will be used to inject the malicious code into the
memory section looks like a legitimate process
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Figure3.3.1. Process Doppelginging

Figure3.3.1 explains, First, it initiates the TxF transaction with a legitimate process file and that file is replaced with malicious
code. Next, a section of memory is created for malicious code and it will reside in that section of memory. Later this will cancel
the initiated transaction by calling the rollback function which makes the transaction never happened. Later it calls the process
create function in the kernel to initiate a process of malicious code reside in the section of memory which starts the process
without executable loaded. In Figure3.3.2 explains, The System library functions called indirectly by performing various
arithmetic calculations and it does store the list of hash values, encode in the malware. These hash values are the running
legitimate processes of application like hypervisors, backup applications, business applications, and script interpreters, etc: -.
Like UIWIX, this ransomware scans for keyboard layouts and country region to determine whether the victim is from Belarus,
Kazakhstan, Russia, and other soviet countries if so, it will be self-terminated. It has a list of directories that ransomware needs
to perform the execution, the list determines whether the ransomware is in not in any of the sandbox environment, if it is not
located in those directories it will avoid the execution and self-terminated. Later it goes through the hardcoded hash values to
enumerate the running process and killing those processes will avoid locking the files from those processes and fasten the
ransomware execution too. SynAck goes through multi-level encryption due to usage of ECIES hybrid encryption scheme
combination of secp192r1 a standard NIST elliptic curve, PBKDF2-SHA1 as key derivation function ( KDF ), HMAC-SHA1 as
Message authentication code ( MAC ) and XOR and AES 256 with EBC mode as ENC. This encryption scheme ensures no brute-
force technique can be applied to obtain the key. This encryption also ensures the uniqueness of each victim because it collects
the system information like system information, OS version, and username, along with some public keys generated by
ransomware that will be taken as input for the encryption process. SynAck has a list of file extensions to encrypt the files which
cover most of all the file types. Every encrypted filename is replaced with some random text which is generated by encryption
scheme, running in the background. After the successful encryption, this will modify the registries and display the ransom
message on the login screen with email id for the instruction and release the ransom note on the desktop with a ransom note. It
consists of steps to follow to pay ransom for the decryption key and a unique base64 message which is generated by
ransomware to authenticate the victim by the hacker

Sorebrect:-

Sorebrect is First ever FLRw, which utilizes another process injection technique called Process Hollowing. Like PoshWare,
Sorebrectis a modified version of virulent AES-NI ransomware. Sorebrect affected middle east countries at the beginning, later
it has affected all other regions in the world. The delivery method of this ransomware may use droppers to deliver to the
system which uses PS to perform the injection.
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Figure3.4.1 Process hollowing

The injection technique is similar to SynAck where it uses Process Doppelgianging method, Sorebrect uses Process Hollowing
method; In Figure3.4.1, [34-35] it looks for the legitimate processes like svchost, it will initiate the legitimate process in
suspended mode, the process image loaded in memory will be overwritten with the malicious image, it will resume the existing
process. When the process monitor is inspected, svchost will be displayed as normal and look like a legitimate process but in
the background, ransomware will start execution.
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Figure3.4.2: Sorebrect Flow diagram

When it starts the execution, first it looks for all the restore points, shadow copies within the system. If it found any ofit, it will
be deleted. So, this user cannot revert to a normal stage. Except .exe, .dll, .msi and Windows folder, it will encryptall files in the
system. It goes through two stages of encryption, First, it will encrypt the files with AES-256 EBC mode and again the files and
keys are encrypted with RSA-2048 and append the .prOtect extension to the files. It has a worm-like feature like WannacCrys; it
performs network scans on the local network for other open share systems with read-write access. If it found any of the
systems available, it will encrypt those systems. After the successful encryption, the keys are sent back to the C&C server using
secured tor network connectivity for the anonymity and deletes the traces of malware by deleting all logs of the system using
the wevtutil process. Later a ransom note is dropped on the system which has a unique id to identify the victim needed to send
back to the attacker and further process to follow for paying the ransom to revert the decryption. This Ransomware was
targeting primarily the manufacturing industries.
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4. POSSIBLE ATTACK VECTOR

Attack vectors of ransomware are numerous methods.

Traditional AV engines cannot defend every time against

ransomware if users performed some dangerous tasks

unknowingly and Some of them are attacker methods are
mentioned below: -

» Visiting unsecured webpages is one the major way
where the code will directly be downloaded when the
user visited the page.

» Phishing campaigns help cybercriminals to inject the
code.

» Downloading the file from untrusted sources.

» Trying to install pirated versions on systems where the

cracker who made crack version previously mentioned

about AV detection of malware as False Negative.

Drive-by-downloads exploits

Macro downloader

DNSmessanger is another way delivering the payloads

without files using DNS network protocol [36]

» Packers are mainly used to make the malicious payloads
to be hidden. While the attacker will be embedded in the
malicious code in the legitimate executable. So when the
user loaded the legitimate file the malicious payload will
be unpacked and injected directly into the memory.

» Malvertising.

Y V V

5. DETECTION OF FILELESS RANSOMWARE

Setting up an event listener for any changes in registries can
be useful enough detecting the ransomware which needs to
modify the registries for persistence to stay on the system
[37]. Executing the suspicious files in an isolated code
execution engine. These engines provide an execution
environment for executables. It will display how the memory
will be allocated by the process and the user can interrupt
the execution at any point when the user finds any
suspicious activity like illegal memory alteration, string
manipulations, etc: -. obfuscated code also be analyzed in
these engines where the obfuscated need to be extracted at
the memory level [38].

Goldilocks Principals determines the code type and
requirements for code execution. Performing Advanced
dynamic analysis using these engines also be helpful because
most the FLRw uses PS, So we can view the list of Windows
API which is calling by the code, we can detect the FLRw.
[39] Detecting the process hollowing using memory
forensics like by detecting the relation between parent and
child process we can find out the suspicious execution.
Because each process will be executed by a certain parent
process. Comparing VAD and PEB structure will help in
detecting process hallowing because a VAD node consists of
a start, end addresses and full path of executables.
Duplication of running services. Looking for isolated
memory allocation will also be a good method for detecting
process hallowing. [40] Real-time monitoring the shadow
copies availability because the deletion of shadow copies is
the first step performed by any ransomware where shadow
copies helps in system restore to the copied version.

6. MITIGATION OF FILELESS RANSOMWARE

Prevention of an attack will be a bit easy compared to
detecting the attack. Because one cannot defend an attack
without knowing where the attack is originating from and
what medium it is using. Process isolation for webpages,
where isolated memory will be allocated for each page user

visited so by this when a script is downloaded the malicious
will be executed within that sandboxed memory so even
when it tries to access for WMI or PS [41]. Blocking of all
unused ports and services, turning off the banners of the
service and modifying the default ports of the service will
block the attacker from enumerating the system to intrude
int the system.

Hiding the computer registries and setting proper access
privilege and permissions for PS because the majority of
FLRw depends on PS due to accessibility of core functionality
of 0.S Secure use of the internet is best the defense against
these attacks all though attacker a new way intrudes into the
system but still, we can defend these attacks to some extent
and blocking all infected communications, emails, services,
servers, etc: -.Disabling macro downloaders, using
adblockers, Updating OS will help in fixing the newly
discovered security process and keeping AV engines Up to
date. This must be done for example SynAck utilizes the
same vulnerabilities. Providing Cybersecurity awareness for
users in an organization about secure usage of the
organization resources and implementing appropriate
security measures for organization and security policies for
an organization [42]. Backup of any confidential data in a
trusted and secured location or isolated place [43-55]. Not
only the data for shadow copies of the systems will also help
to restore the system to normal conditions if attack executed
successfully. Creating multiple copies of shadow copies and
storing them in an isolated environment will be easier
enough to restore the system to normal.

CONCLUSION

Security is a myth and it cannot be applied 100 percent.
Because Fileless Ransomware is evolving when compared to
earlier releases. Currently, Security experts are putting
tremendous effort to defend these kinds of ransomware by
coming up with various proactive and detective techniques.
As per the current security techniques, we can secure the
system against the ransomware. But humans do make
mistake by nature. FLRw is just a new beginning for this
approach because it does use a fileless mechanism and the
technique may differ from variant to variant. The chances of
emerging of these type ransomwares are very high. A zero-
day attack is far effective than an existing attack and the
consequences can’t be even imaginable. Practicing security
as part of the development will be helpful.
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