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Abstract—Organic Computing (OC) systems vary from traditional software systems, as these systems are composed of a large
number of highly interconnected and distributed subsystems.
In systems like this, it is not possible to predict all possible
system configurations and to plan an adequate system behavior
entirely at design time. An open/decentralized desktop grid is
one example, Trust mechanisms are applied on agents that show
the following Self-X properties (Self-organization, Self-healing,
Self-organization and so on). In this article, some mechanisms
that could help in the classification of agents behavior at run
time in trust-based organic computing systems are illustrated.
In doing so, isolation of agents that reduce the overall systems
performance is possible. Trust concept can be used on agents and
then the agents will know if their interacting agents belong to
the same trust community and how trustworthy are they. Trust
is a significant concern in large-scale open distributed systems.
Trust lies at the core of all interactions between the agents which
operate in continuously varying environments. Current research
leads in the area of trust in computing systems are evaluated
and addressed. This article shows mechanisms discussed can
successfully identify/classify groups of systems with undesired
behavior.
Index Terms—Organic Computing, Trust Communities, Trust
based organic computing systems, Agents behavior.

I. I NTRODUCTION
In recent years, Organic Computing (OC, [1]) and Autonomous Computing (AC, [2]) have developed in ways
to cope with the increasing complexity in Information and
communication technology systems(ICT) by means of SelfX factors(self -management, adaption, organization, healing,
protection, optimization and so on). The term definition of organic computing by Sven Tomforde in [3] states that: Organic
Computing System is a technical system, which is equipped
with sensors (to perceive its environment) and actuators (to
manipulate it). It adapts autonomously and dynamically to
the current conditions of the perceived environment. This
adaptation process has an impact on the systems utility, which
is continuously improved by the organic system itself. To allow
for such adaptive behavior [8], it employs so-called Self-X
mechanisms. The term autonomic computing is emblematic
of a vast and somewhat tangled hierarchy of natural selfgoverning systems, many of which consist of interacting, selfgoverning components that in turn comprise large numbers

of interacting, autonomous, self-governing components at the
next level down [3].
The basic idea is to transfer responsibilities from designtime to run-time and from the system engineer to the systems
themselves [5]. Here agents are considered to operate on
behalf of a user which self-adapts in a way to preserve
a specific purpose and self-improve its behavior over time
[4]. One particular challenge in the context of coupled and
highly interconnected ICT is the rising trend toward open
systems [27] consisting of autonomous and heterogeneous
agents. Open means that agents are free to join and leave
at any time, including those that are faulty or even malicious
[4] [11]. Furthermore, heterogeneous refers to varying capabilities, knowledge, decision freedom, and pursue goals [13].
The question is that, can a Trust based intelligent system,
consisting of interacting and self-organized agents, detect and
isolate malicious agents over a period of time [10]. In this
article, a few mechanisms are discussed to identify and classify
agents behavior and separate faulty agents to improve the
overall system performance which is the goal [6] [7].
The remainder of this article is organized as follows: After a
short review of the state of the art in Section II, follows a quick
understanding of Decentralized Desktop Grid as Trust Based
Intelligent System in Section III, Section IV discusses the
application scenario with a system and agent goal, agent types
and trust graph are stated followed by different approaches to
identify agents behavior in Section V. Section VI Concludes
the article and provides an outlook to Future Work.
II. R ELATED WORK
The OC-Trust project aims at enhancing complexity in
highly dynamic systems by trust-based algorithms and mechanisms derived from Organic Computing. Trust in a technical
system has been the focus of many research communities.
In the following, a selection of related work that helps to
define the view of the term trust as well as present different
approaches to the application of trust concepts in desktop
grid systems is discussed [14]. Organic Computing method
intends to design systems in a way that they are provided a
definitive measure of autonomy so that they can deal with

