
Software Detect Fake News 

 

Fraunhofer researchers have developed a system that automatically analyzes social 

media posts, deliberately filtering out fake news and disinformation.  [27] 

If you see a video of a politician speaking words he never would utter, or a Hollywood star 

improbably appearing in a cheap adult movie, don't adjust your television setɂyou may 

just be witnessing the future of "fake news." [26] 

Artificial intelligence can play chess, drive a car and diagnose medical issues. Examples 

include Google DeepMind's AlphaGo, Tesla's self-driving vehicles, and IBM's Watson. [25] 

The New York Times contacted IBM Research in late September asking for our help to use 

AI in a clever way to create art for the coming special section on AI. [24] 

Granting human rights to a computer would degrade human dignity. [23] 

IBM researchers are developing a new computer architecture, better equipped to handle 

increased data loads from artificial intelligence. [22] 

A computer built to mimic the brain's neural networks produces similar results to that of 

the best brain-simulation supercomputer software currently used for neural-signaling 

research, finds a new study published in the open-access journal Frontiers in 

Neuroscience. [21] 

The possibility of cognitive nuclear-spin processing came to Fisher in part through studies 

performed in the 1980s that reported a remarkable lithium isotope dependence on the 

behavior of mother rats. [20] 

And as will be presented today at the 25th annual meeting of the Cognitive Neuroscience 

Society (CNS), cognitive neuroscientists increasingly are using those emerging artificial 

networks to enhance their understanding of one of the most elusive intelligence systems, 

the human brain. [19] 

U.S. Army Research Laboratory scientists have discovered a way to leverage emerging 

brain-like computer architectures for an age-old number-theoretic problem known as 

integer factorization. [18] 

Now researchers at the Department of Energy's Lawrence Berkeley National Laboratory 

(Berkeley Lab) and UC Berkeley have come up with a novel machine learning method that 

https://deepmind.com/research/alphago/
https://www.tesla.com/en_AU/autopilot
https://www.ibm.com/watson/index.html


enables scientists to derive insights from systems of previously intractable complexity in 

record time. [17] 

Quantum computers can be made to utilize effects such as quantum coherence and 

entanglement to accelerate machine learning. [16]  

Neural networks learn how to carry out certain tasks by analyzing large amounts of 

data displayed to them. [15]  

Who is the better experimentalist, a human or a robot? When it comes to exploring 

synthetic and crystallization conditions for inorganic gigantic molecules, actively 

learning machines are clearly ahead, as demonstrated by British Scientists in an 

experiment with polyoxometalates published in the journal Angewandte Chemie. [14]  

Machine learning algorithms are designed to improve as they encounter more data, 

making them a versatile technology for understanding large sets of photos such as those 

accessible from Google Images. Elizabeth Holm, professor of materials science and 

engineering at Carnegie Mellon University, is leveraging this technology to better 

understand the enormous number of research images accumulated in the field of 

materials science. [13]  

With the help of artificial intelligence, chemists from the University of Basel in 

Switzerland have computed the characteristics of about two million crystals made up of 

four chemical elements. The researchers were able to identify 90 previously unknown 

thermodynamically stable crystals that can be regarded as new materials. [12]  

The artificial intelligence system's ability to set itself up quickly every morning and 

compensate for any overnight fluctuations would make this fragile technology much 

more useful for field measurements, said co-lead researcher Dr Michael Hush from 

UNSW ADFA. [11]  

Quantum physicist Mario Krenn and his colleagues in the group of Anton  

Zeilinger from the Faculty of Physics at the University of Vienna and the Austrian 

Academy of Sciences have developed an algorithm which designs new useful quantum 

experiments. As the computer does not rely on human intuition, it finds novel unfamiliar 

solutions. [10]  

Researchers at the University of Chicago's Institute for Molecular Engineering and the 

University of Konstanz have demonstrated the ability to generate a quantum logic 

operation, or rotation of the qubit, that - surprisinglyɂis intrinsically resilient to noise 

as well as to variations in the strength or duration of the control. Their achievement is 

based on a geometric concept known as the Berry phase and is implemented through 

entirely optical means within a single electronic spin in diamond. [9]  

New research demonstrates that particles at the quantum level can in fact be seen as 

behaving something like billiard balls rolling along a table, and not merely as the 



probabilistic smears that the standard interpretation of quantum mechanics suggests. 

But there's a catch - the tracks the particles follow do not always behave as one would 

expect from "realistic" trajectories, but often in a fashion that has been termed 

"surrealistic." [8]  

Quantum entanglementɂwhich occurs when two or more particles are correlated in 

such a way that they can influence each other even across large distancesɂis not an all-

or-nothing phenomenon, but occurs in various degrees. The more a quantum state is 

entangled with its partner, the better the states will perform in quantum information 

applications. Unfortunately, quantifying entanglement is a difficult process involving 

complex optimization problems that give even physicists headaches. [7]  

A trio of physicists in Europe has come up with an idea that they believe would allow a 

person to actually witness entanglement. Valentina Caprara Vivoli, with the University 

of Geneva, Pavel Sekatski, with the University of Innsbruck and Nicolas Sangouard, with 

the University of Basel, have together written a paper describing a scenario where a 

human subject would be able to witness an instance of entanglementɂthey have 

uploaded it to the arXiv server for review by others. [6]  

The accelerating electrons explain not only the Maxwell Equations and the  

Special Relativity, but the Heisenberg Uncertainty Relation, the Wave-Particle Duality 

ÁÎÄ ÔÈÅ ÅÌÅÃÔÒÏÎȭÓ ÓÐÉÎ ÁÌÓÏȟ ÂÕÉÌÄÉÎÇ ÔÈÅ "ÒÉÄÇÅ ÂÅÔ×ÅÅÎ ÔÈÅ #ÌÁÓÓÉÃÁÌ ÁÎÄ 1ÕÁÎÔÕÍ 

Theories.   

The Planck Distribution Law of the electromagnetic oscillators explains the 

electron/proton mass rate and the Weak and Strong Interactions by the diffraction 

patterns. The Weak Interaction changes the diffraction patterns by moving the electric 

charge from one side to the other side of the diffraction pattern, which violates the CP 

and Time reversal symmetry.  

The diffraction patterns and the locality of the self-maintaining electromagnetic 

potential explains also the Quantum Entanglement, giving it as a natural part of the 

relativistic quantum theory.  
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Preface  
Physicists are continually looking for ways to unify the theory of relativity, which describes 

largescale phenomena, with quantum theory, which describes small-scale phenomena. In a new 

proposed experiment in this area, two toaster-sized "nanosatellites" carrying entangled 

condensates orbit around the Earth, until one of them moves to a different orbit with different 

gravitational field strength. As a result of the change in gravity, the entanglement between the 

condensates is predicted to degrade by up to 20%. Experimentally testing the proposal may be 

possible in the near future. [5]  

Quantum entanglement is a physical phenomenon that occurs when pairs or groups of particles are 

generated or interact in ways such that the quantum state of each particle cannot be described 

independently ς instead, a quantum state may be given for the system as a whole. [4]  

I think that we have a simple bridge between the classical and quantum mechanics by 

understanding the Heisenberg Uncertainty Relations. It makes clear that the particles are not point 

like but have a dx and dp uncertainty.   

  

Software that can automatically detect fake news   
Invented stories, distorted facts: fake news is spreading like wildfire on the internet and is often 

shared on without thought, particularly on social media. In response, Fraunhofer researchers have 

developed a system that automatically analyzes social media posts, deliberately filtering out fake 

news and disinformation. To do this, the tool analyzes both content and metadata, classifying it 

using machine learning techniques and drawing on user interaction to optimize the results as it 

goes. 

Fake news is designed to provoke a specific response or incite agitation against an individual or a 

group of people. Its aim is to influence and manipulate public opinion on targeted topics of the 

day. This fake news can spread like wildfire over the internet, particularly on social media such as 

Facebook or Twitter. What is more, identifying it can be a tricky task. That is where a classification 

tool developed by the Fraunhofer Institute for Communication, Information Processing and 

Ergonomics FKIE comes in, automatically analyzing social media posts and processing vast 

quantities of data. 

As well as processing text, the tool also factors metadata into its analysis and delivers its findings in 

visual form. "Our software focuses on Twitter and other websites. Tweets are where you find the 

links pointing to the web pages that contain the actual fake news. In other words, social media acts 

as a trigger, if you like. Fake news items are often hosted on websites designed to mimic the web 

presence of news agencies and can be difficult to distinguish from the genuine sites. In many cases, 

they will be based on official news items, but in which the wording has been altered," explains Prof. 

Ulrich Schade of Fraunhofer FKIE, whose research group developed the tool. 

Schade and his team begin the process by building libraries made up of serious news pieces and also 

texts that users have identified as fake news. These then form the learning sets used to train the 

system. To filter out fake news, the researchers employ machine learning techniques that 

automatically search for specific markers in texts and metadata. For instance, in a political context, 

https://phys.org/tags/public+opinion/
https://phys.org/tags/fake+news/
https://phys.org/tags/social+media/
https://phys.org/tags/social+media+posts/
https://phys.org/tags/metadata/


it could be formulations or combinations of words that rarely occur in everyday language or in 

journalistic reporting, such as "the current chancellor of Germany." Linguistic errors are also a red 

flag. This is particularly common when the author of the fake news was writing in a language other 

than their native tongue. In such cases, incorrect punctuation, spelling, verb forms or sentence 

structure are all warnings of a potential fake news item. Other indicators might include out-of-place 

expressions or cumbersome formulations. 

"When we supply the system with an array of markers, the tool will teach itself to select the 

markers that work. Another decisive factor is choosing the machine learning approach that will 

deliver the best results. It's a very time-consuming process, because you have to run the various 

algorithms with different combinations of markers," says Schade. 

Metadata yield s vital clues  
Metadata is also used as a marker. Indeed, it plays a crucial role in differentiating between 

authentic sources of information and fake news: For instance, how often are posts being issued, 

when is a tweet scheduled, and at what time? The timing of a post can be very telling. For instance, 

it can reveal the country and time zone of the originator of the news. A high send frequency 

suggests bots, which increases the probability of a fake news piece. Social bots send their links to a 

huge number of users, for instance to spread uncertainty among the public. An account's 

connections and followers can also prove fertile ground for analysts. 

This is because it allows researchers to build heat maps and graphs of send data, send frequency 

and follower networks. These network structures and their individual nodes can be used to 

calculate which node in the network circulated an item of fake news or initiated a fake news 

campaign. 

Another feature of the automated tool is its ability to detect hate speech. Posts that pose as news 

but also include hate speech often link to fake news. "The important thing is to develop a marker 

capable of identifying clear cases of hate speech. Examples include expressions such as 'political 

scum' or 'nigger'," says the linguist and mathematician. 

The researchers are able to adapt their system to various types of text in order to classify them. 

Both public bodies and businesses can use the tool to identify and combat fake news. "Our software 

can be personalized and trained to suit the needs of any customer. For public bodies, it can be a 

useful early warning system," says Schade. [27] 

 

Misinformation woes could multiply with 'deepfake' videos  
If you see a video of a politician speaking words he never would utter, or a Hollywood star 

improbably appearing in a cheap adult movie, don't adjust your television setτyou may just be 

witnessing the future of "fake news." 

"Deepfake" videos that manipulate reality are becoming more sophisticated due to advances in 

artificial intelligence, creating the potential for new kinds of misinformation with devastating 

consequences. 



As the technology advances, worries are growing about how deepfakes can be used for nefarious 

purposes by hackers or state actors. 

"We're not quite to the stage where we are seeing deepfakes weaponized, but that moment is 

coming," Robert Chesney, a University of Texas law professor who has researched the topic, told 

AFP. 

Chesney argues that deepfakes could add to the current turmoil over disinformation and influence 

operations. 

"A well-timed and thoughtfully scripted deepfake or series of deepfakes could tip an election, spark 

violence in a city primed for civil unrest, bolster insurgent narratives about an enemy's supposed 

atrocities, or exacerbate political divisions in a society," Chesney and University of Maryland 

professor Danielle Citron said in a blog post for the Council on Foreign Relations. 

Paul Scharre, a senior fellow at the Center for a New American Security, a think tank specializing in 

AI and security issues, said it was almost inevitable that deepfakes would be used in upcoming 

elections. 

 

Digital manipulation may be good for Hollywood but new "deepfake" techniques could create a new 

kind of misinformation, according to researchers 

A fake video could be deployed to smear a candidate, Scharre said, or to enable people to deny 

actual events captured on authentic video. 

With believable fake videos in circulation, he added, "people can choose to believe whatever 

version or narrative that they want, and that's a real concern." 

https://phys.org/tags/deepfake/
https://3c1703fe8d.site.internapcdn.net/newman/gfx/news/2019/digitalmanip.jpg


Chaplin's return?  
Video manipulation has been around for decades and can be innocuous or even entertainingτas in 

the digitally-aided appearance of Peter Cushing in 2016's "Rogue One: A Star Wars Story," 22 years 

after his death. 

Carnegie Mellon University researchers last year revealed techniques that make it easier to produce 

deepfakes via machine learning to infer missing data. 

In the movie industry, "the hope is we can have old movie stars like Charlie Chaplin come back," 

said Aayush Bansal. 

 

Experts say an important way to deal with deepfakes is to increase public awareness, making people 

more skeptical of what used to be considered incontovertible proof 

The popularization of apps which make realistic fake videos threatens to undermine the notion of 

truth in news media, criminal trials and many other areas, researchers point out. 

"If we can put any words in anyone's mouth, that is quite scary," says Siwei Lyu, a professor of 

computer science at the State University of New York at Albany, who is researching deepfake 

detection. 

"It blurs the line between what is true and what is false. If we cannot really trust information to be 

authentic it's no better than to have no information at all." 

Representative Adam Schiff and two other lawmakers recently sent a letter to National Intelligence 

Director Dan Coats asking for information about what the government is doing to combat 

deepfakes. 

https://phys.org/tags/movie+industry/
https://3c1703fe8d.site.internapcdn.net/newman/gfx/news/2019/expertssayan.jpg


"Forged videos, images or audio could be used to target individuals for blackmail or for other 

nefarious purposes," the lawmakers wrote. 

"Of greater concern for national security, they could also be used by foreign or domestic actors to 

spread misinformation." 

 

The producers of "Rogue One: A Star Wars Story," digitally recreated actors Peter Cushing and 

Carrie Fisher after their deaths using techniques similar to those employed for "deepfake" videos 

Separating fake from real  

Researchers have been working on better detection methods for some time, with support from 

private firms such as Google and government entities like the Pentagon's Defense Advanced 

Research projects Agency (DARPA), which began a media forensics initiative in 2015. 

Lyu's research has focused on detecting fakes, in part by analyzing the rate of blinking of an 

individual's eyes. 

But he acknowledges that even detecting fakes may not be enough, if a video goes viral and leads to 

chaos. 

"It's more important to disrupt the process than to analyze the videos," Lyu said. 

While deepfakes have been evolving for several years, the topic came into focus with the creation 

last April of video appearing to show former president Barack Obama using a curse word to describe 

his successor Donald Trumpτa coordinated stunt from filmmaker Jordan Peele and BuzzFeed. 

https://3c1703fe8d.site.internapcdn.net/newman/gfx/news/2019/theproducers.jpg









































































