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Abstract—In this paper, We explore how to support security access control information for each node. However, because
models for XML documents by using relational databases. Our XACT must be created for each node in XML documents, if
2:8?:'tht;a;el\‘AjLogotchuemr;?tiei'n'r:el[gli’oﬁgtl ;Vz;ali)zes;sur algorithm 10 he sjze of XML documents is increased, the creating costs

' of XACT can be exorbitant. [2], [3] suggests QFilter which
|. INTRODUCTION provides XML access control by shared NFA and comparison

valuation ween pre-pr ing an -pr ing.
There are a lot of researches about XML databases, t()eufa1 uation between pre-processing and post-processing

the proposed approaches are not yet practical. However, thesdll. TRANSFORMINGDTD TO RELATIONAL SCHEMA
researches do not consider the fact that the great amount dalﬁ;1 this section, we describe our technique to map a given

and access control information for XML documents is stilk\y) pTp to a relational schema. Our technique consists
stored into _relatlonal datab_ases. The problem in native XMl eight steps: (1) transform the DTD to Xschema, (2) Sim-
databases is that most native XML datab.asgs can only ret ﬂ?y the Xschema constraints, (3) inlining of elements and
the data as XML. (A few support the binding of element§yin tes (4) handling key constraints, (5) mapping collection
or attrlbuFes to application varlgble.s.)' If an gpphcaﬂon nee%es' (6) mapping IDREF and IDREFS attributes, (IDREFS
the data in another format (which is likely), it must parse gy tes are treated similar to child elements), (7) handling

XML before i'F can use the data. Thi§ is clearly a disadv_antagz?e union type(or), (8) capturing the order specified in the
for local applications that use a native XML database mste%t/“_ model.

of a relational database, as it incurs overhead not found in
(for example) an ODBC application. The limitations of nativé\. Transforming DTD to Xschema

XML security models are summarized as follows[6]: First we define XSchema, a language independent

« Poor Practicality: The great amount of data is still storedformalism to specify XML schemas[7]. To define XSchema,
into relational databases and there are few commercigé first assume the existence of a #ebf element names, a
XML databases. setA of attribute names and a sebf atomic data types (e.g.,

o Lack Stability: Native XML security policy is poor ID, IDREF, IDREFS, string, integer, date, etc). Xschema is a
in stability. However, RDB-based security models arstructural specification of an XML schema with specification
proved to be stable by many researches and practical ussfsdata types, attribute definitions, and inclusion dependency

« Simple User-based Security Policy Native XML se- constraints. Further attributes of types IDREF and IDREFS
curity models only provide simple user-based securiigentify the target types referred to by the values.
policy. Definition 1. An XSchema is denoted by 5-tuple

Therefore, our goal in this paper is to study how to suppor =(E, A, M, P, r), where:

XML security models more effectively than conventional « E is a finite set of element names ih

RDB-based XML security models by utilizing security support « A is a function from an element nameceE to a set of
of relational security models. attribute names a A,

« M is a function from an element name e E to its

element type definition: i.e., M(e)os where o is a

To solve limitations of native XML security models men-  regular expressionw::= e | 7 | a + a | a,a | a*, where

tioned above, many researches about XML security model ¢ denotes the empty elemente 7, "+" for the union,
using relational database have been executed. [5] presents ) for the concatenation,a* for the Kleene star’ for

a XENA (XML sEcurity eNforcement Architecture) which (o + ¢) and o™ for (a,a%),

stores XML documents as relational tables with pre-processings P is a function from an attribute name a to its attribute
method. [4] suggests XML access control method with XACT  type definition: i.e., P(a) =3, where3 is a 4-tuple (,
(XML Access Control Tree). XACT is a tree which stores n, d, f), wherer € 7, n is either "?” (nullable) or " —?”
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(not nullable), d is a finite set of valid domain values of
a or ¢ if not known, and f is a default value of a enf
not known. Further more, if is IDREF or IDREFS, then
7 also specifies the target type or types that the attribu

value should refer to using the symbot="
o« I C E is a finite set of root elements,

Example 1. The following is the DTD for a Conference:

('DOCTYPE Conference [

(IELEMENT conf (title,date,editdr,papers))
IATTLIST conf id ID # REQUIRED
IELEMENT title (# PCDATA))

IELEMENT date EMPTY)

IATTLIST date year CDATA # REQUIRED
mon CDATA # REQUIRED
day CDATA # IMPLIED

o~~~ o~

el*™ — el*
el*’ — el*

Where el, e2 and a are subelements.

Example 2.In the above Xschema M(person) = (name, (email
+ phonej) is simplified to be M(person) = (name, email
phoné).

C. Inlining

Our inlining technique creates one relation for an ele-
ment instead of creating more relations corresponding to
one element which is performed in [7]. Inlining is used to
generate more meaningful and efficient relational schemas. In
inlining, we consider attributes of descendants of an element
as attributes in the relation corresponding to that element.
Inlining for an element (e) is done recursively using the inline

('ELEMENT editor (persoh))
(IATTLIST editor eids IDREFS # IMPLIED
(IELEMENT papert(title,contaétauthor,cité))
(IATTLIST paper id ID # REQUIRED
('ELEMENT contact EMPTY)
(IATTLIST contact aid IDERF# REQUIREP
(\ELEMENT author (persoh))
(IELEMENT person (name,(emégihone))
(IATTLIST person id 1D # REQUIRED
(lELEMENT name EMPTY)
(IATTLIST name fn CDATA # IMPLIED)

In CDATA # REQUIRED
(IELEMENT email (# PCDATA))
(IELEMENT phone (# PCDATA))
('ELEMENT cite (paper®) )
(

technique described below. Inline technique returns a relation
that should be generated for an input element currEl. The
inlining technique also takes as input attSet which is used
to maintain the list of attributes of (e) that should be present
in the relation generated for (e). To inline the element (e), we
call inline, where the initialization is: currEl= e, attSet¢=
inline : currkl, attSet— ResultSet
1. Assign the set of attributes in A(currEl) except IDREF and
IDREFS attributes to attSet.
2. Set ResultSet 2.
3. Let the elements which occurs in M(currEl) with occurrence
constraints (1,1) or (1,0) after simplification be;,e;,...6, }.
IATTLIST cite id 1D #REQUIRED 3.1. For each g do the following.

format (ACM|IEEE) #IMPLIED) 3.1.1. if M(g) € 7, then attSet = attSet {e;}.
D 3.1.2. else attSet = attSetinline{e;, ¢}.
3.2. if attSet =¢, attSet ={currEl}.

The Xschema for DTD conference is as follows: 4. ResultSet = ResultSet attSet.

E = {conf, title, date, editor, paper, contact, authoP- Return ResultSet. _ .

person, name, email, phone, dite A(conf)={id}, The inlining technique is applied to the top elements which

M(conf)=(title, date, editdr papet), P(conf.id)=(ID, are determined by the following rules[8]:

-2, €, €), Mtitle)=(string), A(date)¥year, mon, day, Rulel:Anelementwhich does notappearinany other element

M(date)=, A(editor)={eids}, M(editor)=(person), type definition (such asonf). . .

P(editor.eids)=(IDREFS—persori, ?, ¢, ¢), A(paper)Hid}, Rule2: A non#PCDATA element which appears in more than

M(paper)=(title, contaét author, cité), P(paper.id)=(ID,~?, ©ne other element type definition. _

£, £), A(contact){ aid}, M(contact)=, P(contact.aid)=(IDREF Rule3: A non#PCDATA element B which appears in another

— person,—?, ¢, €), M(author)=(persot), A(person)id}, element type definition A with ™" or "+” operators (such as

M(person)=(name,(email + phorig) P(person:id)=(ID;?, ¢, Paper, person). . .

¢), A(name)g{fn, In}, M(name)=z, P(fn)=(string, =2, ¢, ¢), Rule4: If recursion occurs, one of the elements in the recursion

P(In)=(string,~?, ¢, €), M(email)=(string), M(phone)=(string), iS selected as a top element. .

A(cite)={id, format}, M(cite)=(papet), P(cite:id)=(1D;-?, e, Example 3. According to the a_bove rules we find that the

€), P(format)=(string;~?, (ACM|IEEE), ¢), r={conf} element nodes areonf (according to rule 1)paper (ac-
cording to rule 3, 4) angberson (according to rule 3), so

B. Simplify the Xschema constraints by performing inlining onconf , paper , andperson , we

Since the relational model cannot capture all the constraifgtain the following relation definitions o
specified in the XSchema, then we try to simplify the Xschenf®nf (id, title, year, mon, day, editorpaper (id, title, con-
to transform it to relational schema. Our schema simplificatid@ct. author, citeid, cite_format), person (id, fn, In, email,
step is based on the following principles[10], [1]: phone).

(ele2) — el e2 D. Handling key constraint

(e1,e2y — el’, e? In each relation that is created from the previous step, add
(ele2) — el’, e? an attribute (code), its values are 1,2,3...,etc., as a primary key




for each relation. G. Handling the union type
Example 4. The relation definitions will beconf (code id,

title, year, mon, day, editorpaper (code id, title, contact,  In this step, if we find more than one attribute that may be
author, citeid, cite format), person (code id, fn, In, email, NULL in a table say al and a2, do the following step:
phone). 1. Replace them with two attributes, one of them as

a flag attribute and the second for values its name
E. Mapping collection types isal a2

. . , 2. Add the flag attribute to the key of the table.
1. If there is a table corresponding to the collection typ%xample 8. We have person (code id, fn, In, email

thertl {;\dd'st a foreigt]n key refers to the table that representsp%ne, conf, paper), since email and phone attributes may
contains 1ts parent. be NULL, so we replace them with a flag attribute that

2. Else create a new table corresponding to the collection typey 4 1o the key and emahone attribute, then we will have
and add a foreign key refers to the table that representsp%rrson (code, flag id fn_ln email phone, conf, paper).
contains its parent. Loue, Hadg 18, 1, 1, 1 ' )

3. If the parent of the collection type say (e) is an attribute in
a table and A(e)®, then remove it form that table.
Example 5.

1. Since M(conf)=(title, date, editorpaper), and there is 1o capture document order in relational database system,
a table corresponding tpaper element, then we add awe encode each element's position in an XML document as
foreign key to theconf table inpaper table. So theaper 5 data value by using Dewey order method[11]. With Dewey
table will be paper (code id, title, contact, author, citéd, rder, each element is assigned a vector that represents the
cite_format, conf). _ path from the document’s root to the element. We store the
2. Since M(editor)=(persoy, and there is a table correspondyder of elements in XML DTD in two tables, these tables are
ing to person element, then we add a foreign key to theneta data that will be used in mapping relational query result
conf table inperson table . So theperson table will be 5 xML documents.

person (code id, fn, In, email, phone, conf). Example 9. For DTD conference, We create the following

3. Since M(cite)=(papée), and there is a table corresponding t¢gpes:
paper element, then we add a foreign key to freper table

H. Capturing order specified in the XML model

in paper table. So thepaper table will bepaper (codeg id, pathid | ele name| parentld
title, contact, author, citéd, cite format, conf, paper). 1 conf
4. Since M(author)=(pers6hy and there is a table corre- 1.1 title 1
sponding toperson element, then we add a foreign key to 1.2 date 1
the paper table inperson table and remove thauthor 1.3 editor 1
attribute formpaper table. So theperson table will be 1.3.1 person 1.3
person (code id, fn, In, email, phone, conf, paper) and 1.4 paper 1
paper table will be paper (code id, title, contact, citeid, 1.4.1 title 1.4
cite_format, conf, paper). 1.4.2 | contact 14
1.4.3 author 1.4
F. Mapping IDREF and IDREFS attributes 1.4.4 cite 1.4
1. An IDREF attribute is mapped by replacing it by a foreign 143.1] person | 1.4.3
key. 1.4.41| paper 14.4
Example 6.We have an IDREF attribute defined for contact, parent | sub ele | order
which refers toperson . So the result of our mapping is person| name 1
defining the contact attribute ipaper table as a foreign key person| email 2
refers toperson table. person| phone 3

2. IDREFS attributes are mapped by creating a new table

contains a foreign key to the referenced table and a foreign

key for the table that represent the element which contains the  IV. STORAGE SCHEMA OF ACCESSCONTROL

IDREFS attribute, then removing the IDREFS attribute form

that table. o The storing of XML access control rules is done as the

Example 7. We haveconf (code id, title, year, mon, day, following in table 1 [6]:

editor), A(editor)={eids}, p(eids)=(IDREFS— persori, =?,

e, €), andperson (code id, fn, In, email, phone, conf, paper).

So we create a new tablitor (conf, persohand remove TABLE |

the editor attribute fornconf table, soconf table will be STORAGE SCHEMA OF ACCESSCONTROL RULES DEFINED BY THE
. . SECURITY ADMINISTRATOR

conf (code id, title, year, mon, day).



ﬁ%) Subj | Role | Type | Path Att Value L;ev V. CONCLUSION
1 | Bob | R+ R Order/Order | City Cairo é In this paper, we suggested the RDB-based XML access
_info /Ad control model . We envisage an XML data management system
2 Bob | W+ | R él)orltrjer/Custom . . 2 in which:
er info 1) access control rules for XML data are specified in a
3 | Jane| R- L Order/Custom| Name | Not | . relational database.
er_info Jane 2) XML data are stored into a relational database.
[Credit card Jane The technique suggested in this paper can have the following

The table for access control rules consists of 8 attributes. Te@ntribution:

RulelD attribute is an identifier of each access control rule 1) Practica”ty: The technique can Support more practica|
and thesubj attribute is a subject of access control rule. The  access control processing by using relational database.
Role attribute is a positive/negative role of the subject and 2) stability: The storing of the access control techniques
can have R(read) or W(write) or U(update)values. Besides, +  guarantees better stability than conventional XML access
or - represent positive or negative roles. Thegeattribute is control models.
an access control scope and can have R(recursive) or L(local3) performance because we store XML data into the
value. The recursive node includes indicated node and all child  relational database, when user queries are give, we do
nodes of that node. However, the local node only includes  not need to load all of XML documents. [9].
indicated node. ThéPath attribute is a path information of
node that the access control is applied to. Rie attribute REFERENCES
is attribute information and the Value attribute include value$l] A. Deutsch, M. F. Fernandez, and D. Suciu. Storing Semistructured
related to the attribute. Thieevel attribute represents that the =~ Data with Stored.In proceedings of the ACM SIGMOD International

. . . L . Conference on Management of Datsages 431-442, 1999.
described rule is applied to the |nd|cat(_ed node and child nodg) g |yo et al. Pragmatic xml access control using offthe- shelf rdbms.
represented as the level value. That is, level value 1 means Computers & Security23, 2004. _ _
that this access control rule is applied to the only indicate&! B. Luo et al. Qfilter: fine-grained run-time xml access control via

| | de. As the table 1. level value 2 means nfa-based query rewritingin Proceedings of International C(_)nference

node, ;ame as local moae. ; " ' ove on Information and Knowledge Management (CIKM), Washington, DC,
that this access control rule is applied to the indicated node USA November 2004.

and child nodes, not descendant. The above storage scheméf‘lsl- Jeon et al. Filter xpath expressions for xml access cor@mmputer
Security (ESORICS), Dresden, GermaSgptember 2007.

a beginning schema defined by the security administrator amg} | Tan et al. Access control of xml documents in relational database
changed recursive form into local form automatically as Table systems. In Proceedings of International Conference on Internet
2. Computing (ICIC 01), Las Vegas, NVune 2001.
[6] Jinhyung Kim, Dongwon Jeong, and Doo-Kwon Baik. A vision: Rdb-
based xml security models considering data levéts Proceedings of

TABLE Il 2nd International Conference on Future Generation Communication and
AUTOMATICALLY TRANSLATED STORAGE SCHEMA OF ACCESSCONTROL Networking pages 356 — 361, 13-15 Dec. 2008.
RULES [7] M. Mani and D. Lee. XML to Relational Conversion using Theory of

Regular Tree Grammarsin Proceedings of the 28th VLDB Confer-
ence,Hong Kong, Chin&000.

RulelD | Subj | Role | Type Path Att | Value | [8] Y. Men-hin and A. Wai chee Fu. From XML to Relational Database.
1 Bob | R+ L Order/Order | City | Cairo In Proceedings of the 8th International Workshop on Knowledge Rep-
info /Ad resentation meets Databases (KRDBgptember 15, 2001.
- J//dr [9] Yuanbo Qu, XiaoGuang Hong, and Ji Feng. An approach to construct
: - secure view for xmlIn Proceedings of the International Conference on
2 Bob R+ L Ori(:]?(;//o';ger City Cairo Management and Service Science. MASS [@@es 1-4, 2009.
- . [10] J. Shanmugasundaram, K. Tufte, G. He, C. Zhang, D. DeWitt, and
/[dricity _ _ J. Naughton. Relational Databases for Querying XML Documents:
3 Bob | R+ L Order/Order | City | Cairo Limitations and Opportunities. In Proceedings of the 25th VLDB
_info /Ad Conference, Edinburgh, Scotlandages 302-314, 1999.
/[dr/Zip [11] I. Tatarinov, S. D. Viglas, K. Beyer, J. Shanmugasundaram, E. Shekita,
4 Bob | W+ R Order/Custom . . and c. Zhang. Storing and Querying Ordered XML Using a Relational
er infol/ Database Systemin proceedings of the ACM SIGMOD International
5 Bob | W+ R Orde_r/Custom Conference on Management of Dagages 204-215, 2002.
er_info//name
6 Bob | W+ R Order/Custom
er_info//phone
7 Bob | W+ R Order/Custom

er_info/Add/
8 Bob | W+ R Order/Custom
er_info//

Credit_card
9 Jane| R- L Order/Custom| Name | Jane
er_info

/Credit card




